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PATIENT CARE AND PRIVACY

PATIENT INFORMATION IS EVERYWHERE

Patient information is not just in paper or electronic records.  Here are some 
examples of other places you might find patient information:
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PHI: PATIENT IDENTIFIERS

Examples:
Name
Address
Date of Birth
Telephone numbers
Fax numbers
Email addresses
SSN
Account number
Photographic images 

HIPAA protects information 
that alone or combined may 
identify a patient, the 
patient’s relatives, employer, 
or household members.  
Health information that 
includes even ONE patient 
identifier is PHI and is 
protected under HIPAA.

SHARING PATIENT MEDICAL INFORMATION

Sometimes it’s okay to talk in front of family and friends. Sometimes it’s not okay.
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INCIDENTAL DISCLOSURES

Sometimes, as part of your job, you use or disclose patient information 
that may be overheard or inadvertently seen by someone else.  These 
situations are called incidental disclosures.

Some examples of how to limit incidental disclosures while still 
appropriately using patient information to care for patients include:
• Keeping your voice down when discussing patient information with partner 

or patients in non-private areas.

• Only displaying limited information or turning computer screens away from 
public view in areas where others might see them.

ACCESSING PATIENT INFORMATION

Remember this acronym for accessing patient information: 

TPO = Treatment, Payment, Operations

Patient Protected Health Information (PHI) should only be accessed for legitimate treatment, 
payment or healthcare operation reasons (quality, education, risk management, etc.).   

All other uses or disclosures require an authorization, an exception or a law!
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TAKING CONFIDENTIAL INFORMATION OFFSITE

If you take confidential information outside of Medic, you must protect it. 

You are responsible for all patient information in your possession!

DISCARDING PATIENT INFORMATION

You take care of patients, so take care of their information.  Protect our 
patients - think before you throw patient information away.

Discard anything that contains patient information into a confidential shred 
bin.
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SOCIAL NETWORKING

Social media is a great tool that allows individuals to communicate via networking sites such as 
LinkedIn, Facebook, Twitter, and Pinterest.  It is important to remember that the internet is a 
public domain and information posted via social media can be permanent and may have a 
broadcasting effect.  You have an obligation to safeguard PHI regardless of the setting!

PATIENT RIGHTS

All patients have the right to:

NOTICE  OF 
PRIVACY  PRACTICES
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SECURITY 101
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WHAT IS PHISHING?

Did you know that email phishing is the easiest way for criminals to steal information?
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EXAMPLES OF PHISHING MESSAGES

Below are some sample messages you might see from a phishing scam:

SECURING WORKSTATIONS
When using a workstation, including the crew 
lounge:

• NEVER leave it unattended.  Unauthorized 
people might see information or start typing 
under your login. 

• NEVER let anyone use your login and 
password. It will show up as you! This is a 
violation of Medic policy.

• Lock your workstation every time you walk 
away so others, including co-workers and 
visitors, cannot access or change information. 
This will also prevent people from accessing 
information under your login credentials. 


